Risk Management Policy RMP2020-1.2

Purpose: The purpose of this policy is to outline guidelines for managing risks that may threaten

the operational viability Arcadia College. These include, but are not limited to, financial,
operational, competitive, political (public perception/image), social, client, cultural and
legal aspects of the college's functions.

Scope: This policy applies to employees, volunteers, parents/carers, students, and people visiting
the college site and outlines procedures for identifying, analysing, evaluating, prioritising
and treating risks and monitoring and reviewing the procedures.

Status: Approved Supersedes: N/A
Authorised by: College Governing Board Approval Date: 19t August 2020
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Policy

The policy of Arcadia College is to take a proactive approach to managing risk by carefully evaluating all areas of
the college’s operations where risks may occur and establishing procedures for managing them.

Because management of risk is such a broad area, all staff are involved in assessing and evaluating risk in their
own areas of responsibility and the college actively works towards developing a culture of risk awareness and
minimization.

The college has a Leadership Team, chaired by the CEO, which is responsible for this policy area. In order to
reduce risks to the college and all members of the college community, the Committee applies the following steps
to identify, evaluate and manage risks:

1. Establishing the context

To establish the strategic context, the Committee identifies the key stakeholders and their objectives and
expectations.

The organisational context includes:

e community expectations
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corporate policy, such as Board policies
government policy

level of managerial commitment
management structures

relevant legislation.

These key questions help to establish the context:

What is the policy, program, process or activity?

What are the cost and revenue considerations?

What are the major outcomes expected?

What are the significant factors in the organisation that impact on this area?
What is the best way of structuring risk identification?

What risk criteria should be established?

What were the issues identified by previous reviews?

2. Identifying the risks

The Committee examines all sources of risk from the perspectives of all stakeholders, both internal and
external. Each source is identified so that the analysis can consider the contribution each makes to the
likelihood and the consequences of the risk.

Risks are identified through:

audits or physical inspections

brainstorming

decision trees

examining local or overseas experience

expert judgment

flow charting, system design review, systems analysis
history, failure analysis

incidents or complaints

interviews/focus groups

operational modelling

organisational experience

personal experience

scenario analysis

SWOT Analysis

survey or questionnaire

systems engineering techniques, e.g. Hazard and Operability (HAZOP) studies
work breakdown structure analysis.

These key questions help to identify risks:

When, where, why, how are the risks likely to occur?

What is the source of each risk?

Who might be involved?

How often might these risks occur?

How reliable is the information?

What are the consequences of each risk?

What is the potential cost in time, money and resources?

What controls presently exist to mitigate the risk?

What are the accountability mechanisms - internal and external?

Is there a need to research specific risks or seek further information?
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Members of the Committee who are involved in identifying risks are knowledgeable about the policy, program,
process or activity being reviewed, or access other members of staff or experts from outside the college, who
are.

3. Analysing the risks

After identifying a wide range of risks, the Committee separates the minor risks from the major and begins to
prioritise them. The level of risk is defined by the relationship between consequence and likelihood, applicable
to the area of risk or program under review.

Answers to these key questions help to define risk levels:

What are the potential consequences of each risk if it occurs?

What is the potential likelihood of the risk happening?

What controls exist to prevent or detect the risk?

What controls exist which will lower the consequences or likelihood of the risk?
How well are these controls enforced by management?

4. Evaluating and Prioritising
After analysing the risk, decisions are made by the CEO, in consultation with the College Board, regarding
whether the risk is acceptable or unacceptable. This involves comparing the level of risk with the identified
level of unacceptable risk.

Arisk is 'acceptable’ if it is not going to be treated. Unacceptable risks will be treated in some way.

Evaluation takes account of the degree of control over each risk and the cost impact, benefits and opportunities
presented by the risks. Combining likelihood and consequences produces risk levels.

The Committee uses the following template to evaluate risks:

Level of risk

Consequences
Insignificant Minor Major Critical Extreme
13 Almost Certain Medium Serious High High High
.-E Likely Medium Medium Serious High High
Q
é Possible Low Medium Serious Serious High
Unlikely Low Low Medium Medium Serious
Rare Low Low Medium Medium Serious
Risk descriptors
High risk Immediate action required, senior management/Board will be involved
Serious risk | Senior executive management attention needed and management responsibility specified
Medium risk | Manage by specific monitoring or response procedures
Low risk Manage by routine procedures, unlikely to need specific application of resources
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In assessing whether or not the level of risk is acceptable the CEO and Board consider the following questions:

5.

How does the level of each risk stand up against the level of acceptable risk?

Is the level of the risk so low that treatment is not appropriate?

Do the opportunities outweigh the threats to such a degree that the risk is justified?
Is the cost excessive compared to the benefit?

Is there no treatment available?

Treating risks

Risk cannot be eliminated, but choosing and implementing a treatment plan help to master the risk.

A number of options are available:

accept
avoid
reduce
transfer

Following the CEO and Board’s decisions with regard to which risks are unacceptable (and therefore need to be
treated), the Committee assesses treatment or control options to minimise risk by asking:

What is the feasibility of each treatment option?

What is the cost of implementing versus the benefits?

What is the extent of risk reduction versus the benefits?

What are the resources needed (people, money, technical)?

Do the risk treatments comply with legal requirements, government and organisational policies,
including those concerning access, equity, ethics and accountability?

What are the criteria of acceptability?

What opportunities are created by the risk?

Are there rare but severe risks?

The Committee then prepares treatment plans by deciding:

6.

Which option is the best choice?

What will be monitored and reviewed to determine the success of the treatment?

Who is best placed to treat each risk, either through better knowledge, technical expertise or financial
capability?

What job design and work organisation options are appropriate for staff treating the risks?

Who is accountable and responsible for the treatment of the risk?

Monitoring and reviewing

The Leadership Team monitors risks, the effectiveness of the school’s treatment plan or strategies and the
management system that has been set up to control the implementation on an as needed basis. Some risks are
reviewed daily, while others are addressed at the start of semester, biannually or annually.

Key questions when monitoring and reviewing risks are:

Are the risk treatments effective in minimising the risks?

Are the risk treatments comparatively efficient/cost effective in minimising risks?

Do the performance indicators address the key elements for risk treatment?

Are the assumptions you made about the environment, technology and resources still valid?
Are the management and accounting controls adequate?

Do the risk treatments comply with legal requirements, government and organisational policies,
including access, equity, ethics and accountability?

Document Location: /Volumes/Arcadia College/Policies & Procedures/Arcadia College/Business Continuity/2020_ARC_Risk Management Policy V1.2.docx

Approval Date: 19th August 2020 Review Date: 19th August 2021
Page 4 of 5



e How can improvements be made?
A report arising from this review is presented to the Board by the CEO at least once per year.
Risk Management Checklist

A Risk Management Checklist is available in the Appendix to this policy. The purpose of the list is to provide
information about the potential exposures the college might face. The list is not exhaustive, but it gives the CEO,
the Board and the Risk Management Committee an indication of exposures that may affect the college and
therefore have to be managed.
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